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netDeflect effective
from day Zero

IPS & OS Patching does not
become effective until here
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netDeFlect Detected Patterns

shows single host scanning

multiple target machines on
customer subnet.
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netDeFlect Packet Analysis
produces instant filter
information that can now be
applied to customer affected
Firewalls/ IDS’s/Router ACL’s

- may also be used in patch
mgmt processes & services

-Providing information
-Port No
-Packet size
-Protocol type

-Source & destination IP
Address’s

-Signatures




netDeFlect produces
automatic ACL’s and Rules
that can be directly applied to
complimentary security

Cisco ACL'’s, Fortinet, SNORT
Near Deliverables:-
PIX, CheckPoint, Symantec...
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Tera Bytes
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Top 10 Companies (April 2004)
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Percentage Total Usage by Top 10 Customers (12 - 18 April 2004)
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Company Percentage Total Usage by Top 10 Applications by TCP Port (12-18 April 2004)
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Trend in overall Port 80 (web) Usage
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80/HTTP
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Summary of Top 20 Services

Media Other
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Anomaly Report for period: 12-18 April 2004

Total number of anomalous events 200
Inbound 60%
Outbound 40%
Total number critical events >15 minutes >30% degrade/total usage 920
Critical anomalous events alerted and mitigated 90
Anomalies by Classified Event

Total anomalies attributed to worm scanning 90
Anomalies dues to worm scanning into your network 70%
Anomalies due to worm scanning originating from your network 30%
Total anomalies attributed to Denial of Service attacks 40
Denial of Senice attack into your network 90%
Denial of Senice attack out of your network 10%
Total anomalies attributed to P2P traffic 50
Inbound P2P traffic 40%
Outbound P2P traffic 60%
Total other/unattributed/unclassified anomalies 20
Inbound 40%
Outbound 60%
Estimated Bandwidth Consumed by Classified Anomalies

Worm scanning 3GB
Denial of Senice attacks 1GB
P2P traffic 30GB
Total other/unattributed/unclassified anomalies 70GB
Percentage of TOTAL consumption for the period 51.75%
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